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Abstract

The FIDO Authenticator Metadata Specification defines so-called "Authenticator Metadata" statements. The
metadata statements contain the "Trust Anchor" required to validate the attestation object, and they also describe
several other important characteristics of the authenticator.

The metadata service described in this document defines a baseline method for relying parties to access the latest
metadata statements.

Status of This Document

This section describes the status of this document at the time of its publication. Other documents may supersede
this document. A list of current FIDO Alliance publications and the latest revision of this technical report can be found
in the FIDO Alliance specifications index at https.//www.fidoalliance.org/specifications/.

This document was published by the FIDO Alliance as a Implementation Draft. This document is intended to become
a FIDO Alliance Proposed Standard. If you wish to make comments regarding this document, please Contact Us. All
comments are welcome.

This Implementation Draft Specification has been prapared byFIDO Alliance, Inc. Permission is hereby
granted to use the Specification solely for the purpose of implementing the Specification. No rights are granted to
prepare derivative works of this Specification. Entities seeking permission to reproduce portions of this Specification
for other uses must contact the FIDO Alliance to determine whether an appropriate license for such use is available.

Implementation of certain elements of this Specification may require licenses under third party intellectual property
rights, including without limitation, patent rights. The FIDO Alliance, Inc. and its Members and any other contributors
to the Specification are not, and shall not be held, responsible in any manner for identifying or failing to identify any
or all such third party intellectual property rights.

THIS FIDO ALLIANCE SPECIFICATION IS PROVIDED “AS IS” AND WITHOUT ANY WARRANTY OF ANY KIND,

INCLUDING, WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTY OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
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1. Notation

Type names, attribute names and element names are written ascode.
String literals are enclosed in “”, e.g. “UAF-TLV”.
In formulas we use “I” to denote byte wise concatenation operations.

The notation base64url (byte[8..64]1) reads as 8-64 bytes of data encoded in base64url, "Base 64 Encoding with
URL and Filename Safe Alphabet" [RFC4648] without padding.

Following [WebIDL-ED], dictionary members are optional unless they are explicitly marked as required.
WebIDL dictionary members must not have a value of null.

Unless otherwise specified, if a WebIDL dictionary member is DOMString, it must not be empty.

Unless otherwise specified, if a WebIDL dictionary member is a List, it must not be an empty list.

UAF specific terminology used in this document is defined in [FIDOGlossary].

All diagrams, examples, notes in this specification are non-normative.

NOTE

Note: Certain dictionary members need to be present in order to comply with FIDO requirements. Such
members are marked in the WebIDL definitions found in this document, as required. The keyword required
has been introduced by [WebIDL-ED], which is a work-in-progress. If you are using a WebIDL parser which
implements [WebIDL], then you may remove the keyword required from your WebIDL and use other means
to ensure those fields are present.

1.1 Key Words

", ”

The key words “must”, “must not”, “required”, “shall”, “shall not”, “should”, “should not”, “recommended”, “may”, and
“optional” in this document are to be interpreted as described in [RFC2119].

2. Overview

This section is non-normative.

[FIDOMetadataStatement] defines authenticator metadata statements.

These metadata statements contain the trust anchor required to verify the attestation object (more specifically the

KeyRegistrationData object), and they also describe several other important characteristics of the authenticator,
including supported authentication and registration assertion schemes, and key protection flags.



These characteristics can be used when defining policies about which authenticators are acceptable for registration
or authentication.

The metadata service described in this document defines a baseline method for relying parties to access the latest
metadata statements.
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Fig. 1 FIDO Metadata Service Architecture Overview

2.1 Scope

This document describes the FIDO Metadata Service architecture in detail and it defines the structure and interface
to access this service. It also defines the flow of the metadata related messages and presents the rationale behind
the design choices.

2.2 Detailed Architecture

The metadata "table-of-contents" (TOC) file contains a list of metadata statements related to the authenticators
known to the FIDO Alliance (FIDO Authenticators).

The FIDO Server downloads the metadata TOC file from a well-known FIDO URL and caches it locally.

The FIDO Server verifies the integrity and authenticity of this metadata TOC file using the digital signature. It then
iterates through the individual entries and loads the metadata statements related to authenticator AAIDs relevant to
the relying party.

Individual metadata statements will be downloaded from the URL specified in the entry of the metadata TOC file,
and may be cached by the FIDO Server as required.

The integrity of the metadata statements will be verified by the FIDO Server using the hash value included in the
related entry of the metadata TOC file.
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Fig. 2 FIDO Metadata Service Architecture

NOTE

The single arrow indicates the direction of the network connection, the double arrow indicates the direction of
the data flow.

NOTE
The metadata TOC file is freely accessible at a well-known URL published by the FIDO Alliance.

NOTE

The relying party decides how frequently the metadata service is accessed to check for metadata TOC
updates.

3. Metadata Service Details

This section is normative.

NOTE

The relying party can decide whether it wants to use the metadata service and whether or not it wants to
accept certain authenticators for registration or authentication.

The relying party could also obtain metadata directly from authenticator vendors or other trusted sources.

3.1 Metadata TOC Format

NOTE
The metadata service makes the metadata TOC object (see Metadata TOC) accessible to FIDO Servers.

This object is a "table-of-contents" for metadata, as it includes the AAID, the download URL and the hash
value of the individual metadata statements. The TOC object contains one signature.



3.1.1 Metadata TOC Payload Entry dictionary

Represents the MetadataTOCPayloadEntry

WebIDL

dictionary MetadataTOCPayloadEntry {

AAID aaid;

AAGUID aaguid;

DOMString| ] attestationCertificateKeyIdentifiers;
required DOMString hash;

required DOMString url;

required StatusReport]] statusReports;

required DOMString timeOfLastStatusChange;

DOMString rogueListURL;

DOMString ?ogueListHash;

}i

3.1.1.1 Dictionary Metadatarocrayloadentry Members

aaid of type AAID
The AAID of the authenticator this metadata TOC payload entry relates to. See [UAFProtocol] for the
definition of the AAID structure. This field must be set if the authenticator implements FIDO UAF.

NOTE
FIDO UAF authenticators support AAID, but they don't support AAGUID.

aaguid of type AAGUID
The Authenticator Attestation GUID. See [FIDOKeyAttestation] for the definition of the AAGUID structure.
This field must be set if the authenticator implements FIDO 2.

NOTE
FIDO 2 authenticators support AAGUID, but they don't support AAID.

attestationCertificateKeyIdentifiers Of type array of DOMString
A list of the attestation certificate public key identifiers encoded as hex string. This value must be
calculated according to method 1 for computing the keyldentifier as defined in [RFC5280] section 4.2.1.2.
The hex string must not contain any non-hex characters (e.g. spaces). All hex letters must be lower case.
This field must be set if neitheraaid nor aaguid are set. Setting this field implies that the attestation
certificate(s) are dedicated to a single authenticator model.

NOTE

FIDO U2F authenticators do not support AAID nor AAGUID, but they use attestation certificates
dedicated to a single authenticator model.

hash of type required DOMString
base64url(string[l..512])

The hash value computed over the base64url encoding of the UTF-8 representation of the JSON encoded
metadata statement available at ur1 and as defined in FIDOMetadataStatement]. The hash algorithm
related to the signature algorithm specified in the JWTHeader (see Metadata TOC) must be used.

NOTE

This method of base64url encoding the UTF-8 representation is also used by JWT [JWT] to avoid
encoding ambiguities.

url of type required DOMString
Uniform resource locator (URL) of the encoded metadata statement for this authenticator model (identified
by its AAID, AAGUID or attestationCertificateKeyldentifier). This URL must point to the base64url
encoding of the UTF-8 representation of the JSON encoded metadata statement as defined in
[FIDOMetadataStatement].

encodedMetadataStatement = base64url(utf8(JSONMetadataStatement))



NOTE

This method of the base64url encoding the UTF-8 representation is also used by JWT [JWT] to
avoid encoding ambiguities.

statusReports Of type array ofrequired StatusReport
An array of status reports applicable to this authenticator.

timeOfLastStatusChange Of type required DOMString
ISO-8601 formatted date since when the status report array was set to the current value.

rogueListURL Of type DOMString
URL of a list of rogue (i.e. untrusted) individual authenticators.

rogueListHash Of type DOMString
base64url(string[l..512])

The hash value computed over the Base64url encoding of the UTF-8 representation of the JSON encoded
roguelList available at rogueristurL (with type rogueListEntry[]). The hash algorithm related to the
signature algorithm specified in the JWTHeader (see Metadata TOC) must be used.

This hash value must be present and non-empty whenever rogueristurL is present.

NOTE

This method of base64url-encoding the UTF-8 representation is also used by JWT [JWT] to avoid
encoding ambiguities.

{ "no": 1234, "nextUpdate": "2014-03-31",
"entries":
{ "aaid": "1234#5678",
"hash": "90da8da6de23248abb34da0d4861f4b30a793e198a8d5baa7£98f260db71acd4"”,
"url": "https://fidoalliance.org/metadata/1234%x23abcd",
"rogueListHash": "b5079cf40fd7ed174c645cc04df1e72b7£1229590585d16df62dd20b9541c6b5",
"rogueListURL": "https://fidoalliance.org/metadata/1234%x23abcd.rl",
"statusReports": [
{ status: "FIDO_CERTIFIED", effectiveDate: "2014-01-04"}

1,
"timeOfLastStatusChange": "2014-01-04"
Fr
{ "attestationCertificateKeyIdentifiers": ["7c0903708b87115b0b422def3138c3c864e44573"],

"hash": "785d16df640£fd7b50ed174cb5645cc0f1e72b7£19¢c£22959052dd20b9541c64d",
"url": "https://authnr-vendor-a.com/metadata/9876%x234321",

"statusReports": [
{ status: "FIDO CERTIFIED", effectiveDate: "2014-01-07"},
{ status: "UPDATE_AVAILABLE", effectiveDate: "2014-02-19",
url: "https://example.com/updatel234" }
1,
"timeOfLastStatusChange": "2014-02-19"

}

NOTE

The character # is a reserved character and not allowed in URLs RFC3986]. As a consequence it has been
replaced by its hex value x23.

The authenticator vendors can decide to let the metadata service publish its metadata statements or to

publish metadata statements themselves. Authenticator vendors can restrict access to the metadata
statements they publish themselves.

3.1.2 StatusReport dictionary

NOTE
Contains an authenticatorstatus and additional data associated with it, if any.

New statusreport entries will be added to report known issues present in firmware updates.



The latest statusreport entry must reflect the "current" status. For example, if the latest entry has status
USER_VERIFICATION BYPASS, then itis recommended assuming an increased risk associated with all authenticators of
this AAID; if the latest entry has status vepate avarraeig, then the update is intended to address at least all previous
issues reported in this StatusReport dictionary.

WebIDL

dictionary StatusReport {
required AuthenticatorStatus status;

DOMString effectiveDate;
DOMString certificate;
DOMString url;

3.1.2.1 Dictionary statusreport Members

status Of type required AuthenticatorStatus
Status of the authenticator. Additional fields may be set depending on this value.

effectiveDate Of type DOMString

ISO-8601 formatted date since when the status code was set, if applicable. If no date is given, the status
is assumed to be effective while present.

certificate Of type DOMString

Base64-encoded [RFC4648] (not base64url!) DER [ITU-X690-2008] PKIX certificate value related to the
current status, if applicable.

NOTE

As an example, this could be an Attestation Root Certificate (see [FIDOMetadataStatement]) related
to a set of compromised authenticators (ATTESTATION_KEY_COMPROMISE).

url of type DOMString
HTTPS URL where additional information may be found related to the current status, if applicable.

NOTE

For example a link to a web page describing an available firmware update in the case of status
UPDATE_AVAILABLE, Of a link to a description of an identified issue in the case of status
USER_VERIFICATION_ BYPASS.

3.1.3 AuthenticatorStatus enum

This enumeration describes the status of an authenticator model as identified by its AAID and potentially some
additional information (such as a specific attestation key).

WebIDL

enum AuthenticatorStatus {
"NOT_FIDO_ CERTIFIED",
"FIDO_CERTIFIED",
"USER_VERIFICATION_ BYPASS",
"ATTESTATION KEY COMPROMISE",
"USER_KEY REMOTE_COMPROMISE",
"USER_KEY PHYSICAL COMPROMISE",
"UPDATE_AVAILABLE",
"REVOKED",
"SELF_ASSERTION_ SUBMITTED",
"FIDO_SECURITY CERTIFIED Ll1",
"FIDO_SECURITY CERTIFIED L2",
"FIDO_SECURITY CERTIFIED L3",
"FIDO_SECURITY CERTIFIED L4"

}i

Enumeration description

NOT FIDO CERTIFIED This authenticator is not FIDO certified - no functional and no security
- - certification.
FIDO CERTIFIED This authenticator has passed FIDO functional certification.

Indicates that malware is able to bypass the user verification. This means that
USER_VERIFICATION BYPASS the authenticator could be used without the user's consent and potentially even



without the user's knowledge.

Indicates that an attestation key for this authenticator is known to be
ATTESTATION KEY COMPROMISE compromised. Additional data should be supplied, including the key identifier
and the date of compromise, if known.

This authenticator has identified weaknesses that allow registered keys to be
compromised and should not be trusted. This would include both, e.g. weak
entropy that causes predictable keys to be generated or side channels that
allow keys or signatures to be forged, guessed or extracted.

This authenticator has known weaknesses in its key protection mechanism(s)
USER_KEY PHYSICAL comproMISE that allow user keys to be extracted by an adversary in physical possession of
the device.

A software or firmware update is available for the device. Additional data should
be supplied including a URL where users can obtain an update and the date the
update was published.

USER_KEY REMOTE_ COMPROMISE

When this code is used, then the field authenticatorversion in the metadata

Statement [FIDOMetadataStatement] must be updated, if the update fixes

severe security issues, e.g. the ones reported by preceding StatusReport

entries with status code USER_VERIFICATION BYPASS,

ATTESTATION KEY COMPROMISE, USER _KEY REMOTE COMPROMISE,
UPDATE_AVAILABLE USER_KEY PHYSICAL_ COMPROMISE, REVOKED.

NOTE

Relying parties might want to inform users about available firmware
updates.

The FIDO Alliance has determined that this authenticator should not be trusted
REVOKED for any reason, for example if it is known to be a fraudulent product or contain a
deliberate backdoor.

The authenticator vendor has completed and submitted the self-certification
SELF_ASSERTION SUBMITTED checklist to the FIDO Alliance. If this completed checklist is publicly available,
the URL will be specified in statusReport.url.

The authenticator has passed a sanctioned third party security validation
according to FIDO level 1.

The authenticator has passed a sanctioned third party security validation
according to FIDO level 2.

The authenticator has passed a sanctioned third party security validation
according to FIDO level 3.

The authenticator has passed a sanctioned third party security validation
according to FIDO level 4.

FIDO_SECURITY CERTIFIED L1

FIDO SECURITY CERTIFIED_ L2

FIDO_SECURITY CERTIFIED L3

FIDO SECURITY CERTIFIED L4

More values might be added in the future. FIDO Servers must silently ignore all unknown AuthenticatorStatus
values.

3.1.4 RoguelListEntry dictionary

NOTE
Contains a list of individual authenticators known to be rogue.
New rogueListEntry entries will be added to report new individual authenticators known to be rogue.

Old rogueristentry entries will be removed if the individual authenticator is known to not be rogue any longer.

WebIDL

dictionary RogueListEntry {
required DOMString sk;
required DOMString date;
}i

3.1.4.1 Dictionary rogueListEntry Members

sk of type required DOMString
Base64url encoding of the rogue authenticator's secret key (sk value, see [FIDOEcdaaAlgorithm], section
ECDAA Attestation).



NOTE

In order to revoke an individual authenticator, its secret key (sk) must be known.

date Of type required DOMString
ISO-8601 formatted date since when this entry is effective.

[

{ "sk": "30efaB86aabde25249acb35da0d4861f4b30a793e198a8d5baa7e96£240da51£3",
"date": "2016-06-07"},

{ "sk": "93de8da6de23248abb34da0d4861f4b30a793e153a8d5bb27£98£260db71acd4",
"date": "2016-06-09"},

3.1.5 Metadata TOC Payload dictionary

Represents the MetadataTOCPayload

WebIDL

dictionary MetadataTOCPayload {
required Number no;
required DOMString nextUpdate;
required MetadataTOCPayloadEntry[] entries;

}i

3.1.5.1 Dictionary metadatarocrayload Members

no Of type required Number

The serial number of this UAF Metadata TOC Payload. Serial numbers must be consecutive and strictly
monotonic, i.e. the successor TOC will have a no value exactly incremented by one.

nextUpdate Of type required DOMString
ISO-8601 formatted date when the next update will be provided at latest.

entries Of type array ofrequired MetadataTOCPayloadEntry
List of zero or more MetadataTOCPayloadEntry objects.

3.1.6 Metadata TOC

The metadata table of contents (TOC) is a JSON Web Token (see JWT] and [JWS]).
It consists of three elements:

o The base64url encoding, without padding, of the UTF-8 encoded JWT Header (see example below),

« the base64url encoding, without padding, of the UTF-8 encoded UAF Metadata TOC Payload ( see example at
the beginning of section Metadata TOC Format),

¢ and the base64url-encoded, also without padding, JWS Signature [JWS] computed over the to-be-signed
payload, i.e.

tbsPayload = EncodedJWTHeader | "." | EncodedMetadataTOCPayload

All three elements of the TOC are concatenated by a period ("."):

MetadataTOC = EncodedJWTHeader | "." | EncodedMetadataTOCPayload | "." | EncodedJWSSignature

The hash algorithm related to the signing algorithm specified in the JWT Header (e.g. SHA256 in the case of

"ES256") must also be used to compute the hash of the metadata statements (see section Metadata TOC Payload
Entry Dictionary).

3.1.6.1 Examples

This section is non-normative.

eyAiQUFJRCI6ICIXMjMO0IzU2NzgiLAOKICAiIQXROZXNOYXRpb255b29002VydGlmaWNhdGUiOiAL
TU1JQ1BUQONBZU9NQXdJQKFnSUpBT3V1eHZVM095MndNQWIHQONXRINNND1CQU1DTUhzeE1EQWVC



Z05WQKFNTQOKRjFOaGJIYQOnNaU0OJCZEhSbGMzUmhkR2x2Ym1CU2IyOTBNU113RkFZRFZRUUtEQTFH
U1lVSUE1FRnNNiR2x0Ym1ObAOKTVIFAOR3WURWUVFMREFOV1IFVWWAWRMRITERFUO1CQUdBMVVFQnd3
S1VHRnNNieUJCYkhSdk1Rc3dDUV1EV1FRSQOKREFKRFFURUXNQWtHQTFVRUJOTUNWVk13SGhjTk1lU
UXdOakUOTVRNek16TX1XaGNOTKkRFeE1lUQXpNVE16TXpNeQOKV2pCNO1TQXdIZ11EV1IFRRERCZFRZ
VzF3YkdVZ1FYUjBaWE4wWVhScGIyNGdVbT12ZERFV01CUUdBMVVFQ2d3Tg0KUmt sRVR5QkJiR3hw
WVclalpURVINQThHQTFVRUN3dO1WVUZHSUZSWFJ5d3hFakFROmMAOVkJBY01DVkJoYkc4Zw0OKUVd4
MGJ6RUXNQWtHQTFVRUNBAONRMEV4Q3pBSkIJnT1ZCQV1UQWXWVE1Ga3dFd11IS29aSXpgMENBUV1Jd
S29aSQ0KemowREFRYORRZOFFSDhodjJEMEhYYTUSLO0JtcFE3UlplaEwvRk1HekZkMVFCZ2z12QVVw
T102YWpudVESNFBSNwOKYU16SDMzblVTQOnI4ZkhZRHIXT0JiNThweEdxSEpSeVgvNk5RTUUOAOhR
WURWUJjBPQkJZRUZQbOhBMONMaHhGYg0KQzBJdDd6RTR30OGhrNUVKL01COEdBMVVkSXdRWU1ICYUFG
UG9IQTNDTGh4RmJIDME1ON3pFNHc4aGs1RUoVTUF3RwOKQTFVZEV3UUZNQU1CQWY4dONnWUlLblpJ
emowRUF3SURTQUF3U1lFJaEFKMDZRULIhOOW1oSWIFS11LSWpzUGtyaQOKVMRMSWAOZnNiRFNINOVyY
SmZ6cjRBaUJIxbl1DWmYwK3pJINTVhUWVBSGpJekESWG02M3JydUF4Qlo5cHM5ejJYTg0KbFE9PSIs
DQOgICJEZXNjcmlwdGlvbiI6ICIGSURPIEFsbGlhbmN1IFNhbXBsZSBVQUYgQXV0aGVudGljYXRv
ciIsDQogICJIVec2VyVmVyaWzpY2F0aWw9uTWv0aG9kcyI6IDIsDQogICIWYWxpZEF0dGFjaGl1lbnRU
eXBlcyI6IDEsSDQogICJILZX1Q0cm90ZWNOaWw9uIljogNiwNCiAgIk1lhdGNoZXJQcm90ZWNOaw9uIjog
MiwNCiAgIIN1Y3VyZURpc3BsYXkiOiAOLAOKICAiU2VjdXJ1RGlzcGxheUNvbnR1bnRUeXBlcyI6
IFsiaWlhZ2UvcG5nI10sDQOgICITZWN1lcmVEaXNwbGF5UES5HQ2hhemF jdGVyaXNOaWNzIjogWlsw
LDASMSw2NCwwLDAsSMSwyMjQsMTYsMiwwLDASMF1dLAOKICAi1aXNTZWNvbmRGYWNOb3JPbmx5Ijog
ImZhbHN1TIiwNCiAgIkljb24i0iAiZGFOYTppbWFNnZS9wbmc7YmFzZTYOLG1WQk9SdzBLR2dVQUFB
QU5 TVWhFVWABQUFFOEFBQUF2QO0FZQUFBQ213SmZ jQUFBQUFYT1NSME1BcnM0YzZRQUFBQVJuUVUx
QkFBQ3gNCmp3djhzUVVBQUFBSMNFaFpjd0FBRHNNQUFBNORBY2R2cUdRQUFBYWhTVVJCVkdoRDda
cjVieFJsR01mOUt6VEI4QUOVWUVORTJIXN3ANC1FaY1dLS0JjbFNwSEFUbEVMQVJFN2tORUNDQTNG
aldLMENLS1NDRk12zS0J3%1ZDRFAHTKVTZEFZaWR3%2dnSkJpUmlNaEZ jLzR3eTgNCjg4NHp10USk
bG5HVGZaS1AybjNuTysrODg5MzNmdmVCQOngrUHFDekprVFV20mIMbXBVRFA2Q1RIbXBjQ1Nad1hM
Q2RYOVIWNVNrMTKNCmJIiNWFO0Z jU50WZHKy91ckE1NDFXNDdhUDFMTFZhOVNJeVZOVWk4SWk4ZDVr
R1RzaTMwTkZ2N2FpOW4 3UVPQTXdiZH1zMmVyVTJIYTXENC1VkeTgrWmNhTm1HaWlFOH1YTjNSVWQz
YTE4bkYwZ1Vsb3ZaKzBDVHpXcGQyVmorZU9tMWIFeXk2RHg0aTVwVU1HV3Z1bzUwNnEyMjcNCmRO
dvdCSXVmZnI2bldwVjBGUE5MaG93MTc1MU5tMjFMd1BIM3JWdFdgZzno2NkxmcWw4dFg3R1JIsOV1G
UlhzbVNzZWI5Y2VPR2JZazcNCk1OVWNHUGC4WnNiTWUScmZRVWFhVi9KTVg5c3FkekRDU3ZwMGta
SG1lUWmc5eDdiTEhjTW5UaGIXNmMVKK2 1WZ 1IFXOH1hVVpRTkc2NGKkNClhakKzAva3E2dU9aRk8wUXRh
dGRXS2ZYb1JROT1CajkxUjVPSUZuazU0ak4wbWtVaXFsTzNYRFcrTWwrOThtS0I2dFc3cldwWmNQ
YysNCjB6ZzROTHIZbFVJjODZFNmVHRGpJTXViVnBjdXN1YXJmZ01ZR1JrNmJyaFpWci9KY0Oh6b29M
NzU1MGplZExFeG9wV2NBcGkyW1VxaHUNC jdKTHZyVnNRVTgxemt 6T1B1ZW1NU112VnVRc1g3UGTp
RFFZNUp2Wm9uZnRLKZFWWThIOXV0eDUzMGgwb2IramlSWXFgNm91YV12RWUNCmM5XL1dsWWpwOGN3
Yk1tNjgydFB3cVecxUjR0ai8yU0gxM01SS11sNGlvWnzYcGlTcURYN2RYdFFIeGEVUEszLytCV3NL
MWRUZOh1N1YNCjhOUUozY¥ndGa3dwRnJVT1E1MHMXc jNSZXZtOHpaY3EXNytCOMF3NOs4bEVLNXF6
alllYXJrOUE4cDdQOMOd6REsrbmQzRFFvdys2VUMNCjhTVk44Mml1djM4aWw03TnRhWHRWMUNWCTZS
7Z3c0cGtzbWIkaTNidTJEZTdZ ZmFCOnhjcWZ2cVBYyVWpGUUSUUTIybGZkVVZWVDY4c1QONCKkpLRIVE
b1NtVWpnZHFNNG1TUZz lwbXNmREpSMOc2VGI9IMG1XOWFWNOXXTEhZWEtsbFREADBMVEF0allJYWFt
cDFRalZ2Kyt1leUdVeFYNCMRKMEROV1hTbStiMXFSeHBsODRkZGZYMUXwMU8vZDY5dHNvZDB2czVo
R3J10Xh10G8rZnBMUJjFjR2hOVEQ2WjU3Qz1LTVAYZWZKZE8BNC105NGIJiOWIXZDFST25TN3FJVFR6
SGltTXFpdmJIJPM2cwRGRWeWszV1FCaEJ6dEszNV1LTmRPbmM4TzNhY1M2ZkRaRmdLYVhMcOVKcDUN
CnJkcmxpQOnFwOD1jSmNzL203VHZ zMHIrakdmT jRiIMGtQb1lpuM1VKdU1Pcm5aMjJ5UDFmbXzVeCtP
NWATcWViVjFtK3pTdV1OVmhxN1QNC1diRG1MVnZsanBsTGxvcDZDTFhQKzIxdHZHTE1IMLzF2awlJd
U2RNQOmd6U29GWnl11N1RxZCtgenhnclBhVj1lCQ3F1z25S90allrNnY2bEsNCjljd21VYy9TVHRmMMUhE
CE0zYjU5Mnk3aDNUaHg1lb3pLNjlITHBZV3VBA2FxUzVidjI2cTd]ZWI4ZWIWWWFSZVAZaUZVOHpg
MWtuU3cNC1lpYSE1tbkNQWTBPZ2FsbzdVUWZTQ00zcVFRcjJIL1hGUDdzc1h4NDVZbDkxQOnl1Q2Vw
NG1lvWm9IKzFmRzN4RDROVDd40Gt3eWo4bncNCmIS5ZXYyN1YwQjZkKzdINHpLdnVkQUglMzdGanF5
ek9IZEpuSEVlemlYcS9XanhPYnZOTWJI2N250eXdzWDJhVnNXdEM4KzQ4YUx1YXANCkU3cDV3Slpp
MEEYQVFSVjVudlIORSt1SmMrYjYxaO0FwcUlueEJnbWQVNFY1UVAVbXQXOEhEQzdzUkhmdG11dTVs
bWhWMHJULOFMWDINC jMyYnFKNEJGbkR4N1ZpMWNXUzJ1ZmYwSWICNDdxZXh4bVVgOVF 1dF1gdXBk
M3RZRDZhY1dCQklyaCthcE5iT0tyTkYxXxK3VnQ2EOcmkNC1hHZndNUFBOVMm1hdmhVM11NTOFBbnvVvV
Yi9SMDAMMH1PU2VPYWRFODhBcHNYRkdmZ jMweW50bEpnTTUxQ1U2dk45RXpnbnB2SEJGVXKNCM1W
cmF1lUG13SjUzREY1W1Rabm9tRUSNODVrT1VkMm9KaTIXcHIOT21ta2ZONHg0ekhmaVZGYzhEdjhO
enVoTnFPaWRpbEd2QTZER3UNCmVad0830EFBUW42Y21FazYrcnclVmN2anZxXxTkRZUE9vVSVV3YULT
aHJ40XVYTGxr SDRhWXVHZk 1ZRGMXMFAGNVRhMzFOUEpPZmNVaHINClUvSmxJTmk2YzZ 1bFJZZEJw
bzY¥rK1llmang2MWxHTmZ SbTRNRDVyYSjFqM0ZvROhuakRTQk5hc11VZ01MeUlzektwY jdOWHBVSGZQ
czgNCmgzV3AXTHpOZKk5rNTRYeEMxXdORHVW1ZelhZZWZoNnovY0t0VmOORUJ4YT1WUUdEel1lyMOxy
VU1SakhFS2trN3phRktZUUEyaEdRVTENCnorODVOR1dwWERya3ozdngxMEdxeFE2QnplTmJvQms 1
bjhrNG51Y1JoK2sxaFdmeFRGMEQXRX1XVXM1bnYrzZGdRcUtheHp1Q2RFMGKNCnNNIbDAYT1E4YWgw
bVhyMTIMYTNtMGY5d21rOSt3TE5UTVkvODZNUG84eWkzMUImeG1lUN1BXb3FHOStEWNVrWW5hNTZt
UlpONVAXU3kNCjVxVkExcndVeUpxWEFsbnpraWFpL2dIU0Q3UmtUeWlob2dBQUFBQkpSVTVFcmtK
Z2dnPTO0iLAOKICAi1QXNzZXJ0aWIuU2NoZW11lIjogIlVBR1YXVEXWIiwNCiAgIkF1dGhlbnRpY2F0
aW9uQWxnb3JpdGhtIjogMSwWNCiAgIkFO0dGVzdGF0aW9uVH1wZXMi0iBbMTYzOTFALAOKICALIVVBW
IjogWlsxLDBAXQOKEfQOK

{"typ":"JWT",
"alg":"ES256"
"x5t#5256":"7231962210d2933ec993a77b4a7203898ab74cdf974ff02d2de3flec7cb9de68"}

In order to produce the tbsPayload, we first need the base64url-encoded (without padding) JWT Header:

eyJ0eXAi0iJKV1QiLAOgIMFSZyI6TkVTMiU2IiwKICT4NXQjUZTI INiI6TjcyMzE5N] IyMTBkMjkz
M2V3jOTkzYTc3YjRhNzIwMzg50GFiNzR] ZGY5NZRmZ jAy ZDIK ZTNmMWV jN2NiOWRINjgifQ

then we have to append a period (".") and the base64url encoding of thezncodedmetadataTocrayload (taken from the
example in section Metadata TOC Format):

eyJ0eXAi0iJKV1QiLAOgIMFSZyI6TkVTMjU2IiwKICI4NXQjUZI1INiI6IjcyMzESNJIyMTBkMjkz
M2VjOTkzYTc3YjRhNzIwMzg50GFiNzRjZGY5NZRmZ jAy ZDIkZ TNmMWVjN2NiOWRINGgifQ.
eyAibm8i0iAXMjMOLCAibmvV4dC11cGRhdGUiOiAiIMzZEtMDMtMjAXNCIsDQogICJI1lbnRyaWvzIjog



WwOKICAgeyAiYWFpZCI6ICIXKMiMOIZzU2NZzgiLCANCiAgICAgImhhc2giOiAiOTBkYThkYTZkZTIz
MjQ4YWIiMzRkYTBKNDG2MWY0Y jMwYTc5M2UxOThhOGQ1YmFhN2Y50GYyNjBKY jcxYWNKNCISIAOK
ICAgICAidXJIsIjogImh0dHBz0i8vZmlkb2FsbGlhbmN1Lm9yZy9tZXRhZGF0YS8xMjMOJTXgyM2Fi
Y2QiLCANCiAgICAgINNOYXR1cyI6ICImaWRvQ2VydGlmaWVkIgOKICAGICAIdGltZUIMTGFzdFNO
YXR1cONOYW5nZSI6ICIiLAOKICAgICAiY2VydGlmaWNhdGlvbkRhdGUiOiAIMJAXNCOWMSOWNCIg
fSWNCiAgIHSgIMFhaWQiOiAiOTg3NiMOMzIXIiwgDQogICAgICIOYXNOI jogI jc4NWQXNmMRMN jOw
ZmQ3YjUWZWQxXNZzRJYjU2NDVjYzBmMWU3MmMI3ZjE5Y2YyMjk 10TA1MMRKMjBiOTUOMWM2NGQiLAOK
ICAgICAidXJIsIjogImh0dHBz0i8vYXV0aG5yLXZ1lbmRvcilhLmNvbS9tZXRhZGF0YS850Dc2JXgy
MzQzMjEiLAOKICAGICAic3RhdHVzIjogImZpZGIDZXJI0aWZpZWQiDQogICAgICI0awl1lT2ZMYXNO
U3RhdHVZzQ2hhbmd1IjogIjIwMTQtMDItMTkiLAOKICAGICAiIY2VydGlmaWNhdGlvbkRhdGUiOiAL
MjAXNCOWMSOwNyIgfQOKICBADQp9IDQo

and finally we have to append another period (".") followed by the base64url-encoded signature.

eyJ0eXAi0iJKV1QiLAOgIMFSZyI6IKVIMjU2IiwKICJI4NXQjUZI1INiI6IjcyMzESN)IyMTBkMjkz
M2V3jOTkzYTc3Y3jRhNzIwMzg50GFiNzRjZGY5NZRmZ jAyZDIkZ TNmMWVjN2NiOWRINGgifQ.
eyAibm8i0iAXMjMOLCAibmV4dC11cGRhdGUiOiAiMzZEtMDMtMjAXNCIsDQogICJI1lbnRyaWvzIjog
WwOKICAgeyAiYWFpZCI6ICIXMIMOIZzU2NZzgiLCANCiAgICAgImhhc2giOiAiOTBkYThkYTZkZTIzZ
MjQ4YWIiMzRKYTBkNDg2MWY0Y jMwYTc5M2UXOThhOGQ1YmMFhN2Y50GYyNjBkY jcxYWNKkNCISIAOK
ICAgICAidXJIsIjogImh0dHBz0i8vZmlkb2FsbGlhbmN1Lm9yZy9tZXRhZGF0YS8xMjMO0IXgyM2Fi
Y2QiLCANCiAgICAgINNOYXR1cyI6ICImaWRvVQ2VydGlmaWvVkIgOKICAgICAIdGltZUIMTGFzdFNO
YXR1cONOYW5nZSI6ICIiLAOKICAgICAiLY2VydGlmaWNhdGlvbkRhdGUiOiAiMjAXNCOWMSOWNCIg
fSWNCiAgIHsgImFhaWQiOiAiOTg3NiMOMzIXIiwgDQOgICAgICJOoYXNOIjogIjc4dNWOXNmMRmMN jOw
ZmQ3Y jUWZWQXNZzRJYjU2NDVJYzBmMWU3MmMI3Z jE5Y2YyMjk10TAIMMRKMjBiOTUOMWM2NGQiLAOK
ICAgICAidXJIsIjogImh0dHBz0i8vYXV0aG5yLXZ1lbmRvcilhImNvbS9tZXRhZGF0YS850Dc2TXgy
MzQzMJjEiLAOKICAGICAic3RhdHVzIjogImZpZzGIDZXJI0aWZpZWQiDQogICAgICI0aWwl1lT2ZMYXNO
U3RhdHVZzQ2hhbmd1IjogIjIwMTQtMDItMTkiLAOKICAgICAiIY2VydGlmaWNhdGlvbkRhdGUiOiAL
MjAXNCOwMSOwNyIgfQO0KICBADQpIDQO.
AP-qoJ3VPzj7L61CE1UzHzJYQnszFQ8d2hJz51sPASgyABK5VXOFnAHZBTOQRRkgWGQULy 6 Pt TyUV
zKxMOHrvoyZgq

NOTE

The line breaks are for display purposes only.

The signature in the example above was computed with the following ECDSA key

x: d4166ba8843d1731813f46f1af32174b5c2£6013831fb16£f12c9c0bl8af3ad%b4
y: 861bc2f803a2241£4939bd0d8ecd34e468e42f7fdccd424edblc3ce7c4ddO4e
d: 3744c426764£331f153e182d24£133190b6393cead80a8eeclc722fcelblfe2d

3.1.7 Metadata TOC object processing rules

The FIDO Server must follow these processing rules:

1. The FIDO Server must be able to download the latest metadata TOC object from the well-known URL, when
appropriate. The nextupdate field of the Metadata TOC specifies a date when the download should occur at
latest.

2. If the xsu attribute is present in the JWT Header, then:

1. The FIDO Server must verify that the URL specified by thexsu attribute has the same web-origin as the
URL used to download the metadata TOC from. The FIDO Server should ignore the file if the web-origin
differs (in order to prevent loading objects from arbitrary sites).

2. The FIDO Server must download the certificate (chain) from the URL specified by the x5u attribute [JWS].
The certificate chain must be verified to properly chain to the metadata TOC signing trust anchor
according to [RFC5280]. All certificates in the chain must be checked for revocation according to
[RFC5280].

3. The FIDO Server should ignore the file if the chain cannot be verified or if one of the chain certificates is
revoked.

3. If the x5u attribute is missing, the chain should be retrieved from thexsc attribute. If that attribute is missing as
well, Metadata TOC signing trust anchor is considered the TOC signing certificate chain.

4. Verify the signature of the Metadata TOC object using the TOC signing certificate chain (as determined by the
steps above). The FIDO Server should ignore the file if the signature is invalid. It should also ignore the file if its
number (no) is less or equal to the number of the last Metadata TOC object cached locally.

5. Write the verified object to a local cache as required.
6. lterate through the individual entries (of typemetadataTocrayloadentry). FOr each entry:

1. Ignore the entry if the AAID, AAGUID or attestationCertificateKeyldentifiers is not relevant to the relying
party (e.g. not acceptable by any policy)

2. Download the metadata statement from the URL specified by the field ur1. Some authenticator vendors
might require authentication in order to provide access to the data. Conforming FIDO Servers should



support the HTTP Basic, and HTTP Digest authentication schemes, as defined in [RFC2617].

3. Check whether the status report of the authenticator model has changed compared to the cached entry
by looking at the fields timeofraststatuschange and statusreport. Update the status of the cached entry.
It is up to the relying party to specify behavior for authenticators with status reports that indicate a lack of
certification, or known security issues. However, the status revoxep indicates significant security issues
related to such authenticators.

NOTE

Authenticators with an unacceptable status should be marked accordingly. This information is
required for building registration and authentication policies included in the registration request and
the authentication request [UAFProtocol].

4. Compute the hash value of the (base64url encoding without padding of the UTF-8 encoded) metadata
statement downloaded from the URL and verify the hash value to the hash specified in the field hash of
the metadata TOC object. Ignore the downloaded metadata statement if the hash value doesn't match.

5. Update the cached metadata statement according to the dowloaded one.

4. Considerations

This section is non-normative.
This section describes the key considerations for designing this metadata service.

Need for Authenticator Metadata \When defining policies for acceptable authenticators, it is often better to describe
the required authenticator characteristics in a generic way than to list individual authenticator AAIDs. The metadata
statements provide such information. Authenticator metadata also provides the trust anchor required to verify
attestation objects.

The metadata service provides a standardized method to access such metadata statements.

Integrity and Authenticity Metadata statements include information relevant for the security. Some business
verticals might even have the need to document authenticator policies and trust anchors used for verifying
attestation objects for auditing purposes.

It is important to have a strong method to verify and proof integrity and authenticity and the freshness of metadata
statements. We are using a single digital signature to protect the integrity and authenticity of the Metadata TOC
object and we protect the integrity and authenticity of the individual metadata statements by including their
cryptographic hash values into the Metadata TOC object. This allows for flexible distribution of the metadata
statements and the Metadata TOC object using standard content distribution networks.

Organizational Impact Authenticator vendors can delegate the publication of metadata statements to the metadata
service in its entirety. Even if authenticator vendors choose to publish metadata statements themselves, the effort is
very limited as the metadata statement can be published like a normal document on a website. The FIDO Alliance
has control over the FIDO certification process and receives the metadata as part of that process anyway. With this
metadata service, the list of known authenticators needs to be updated, signed and published regularly. A single
signature needs to be generated in order to protect the integrity and authenticity of the metadata TOC object.

Performance Impact Metadata TOC objects and metadata statements can be cached by the FIDO Server.
The update policy can be specified by the relying party.

The metadata TOC object includes a date for the next scheduled update. As a result there is no additional impactto
the FIDO Server during FIDO Authentication or FIDO Registration operations.

Updating the Metadata TOC object and metadata statements can be performed asynchronously. This reduces the
availability requirements for the metadata service and the load for the FIDO Server.

The metadata TOC object itself is relatively small as it does not contain the individual metadata statements. So
downloading the metadata TOC object does not generate excessive data traffic.

Individual metadata statements are expected to change less frequently than the metadata TOC object. Only the
modified metadata statements need be downloaded by the FIDO Server.

Non-public Metadata Statements Some authenticator vendors might want to provide access to metadata
statements only to their subscribed customers.

They can publish the metadata statements on access protected URLs. The access URL and the cryptographic hash
of the metadata statement is included in the metadata TOC object.

High Security Environments Some high security environments might only trust internal policy authorities. FIDO
Servers in such environments could be restricted to use metadata TOC objects from a proprietary trusted source
only. The metadata service is the baseline for most relying parties.

Extended Authenticator Information Some relying parties might want additional information about authenticators



before accepting them. The policy configuration is under control of the relying party, so it is possible to only accept
authenticators for which additional data is available and meets the requirements.
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